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Introduction 

Background 

The IAEA Safeguards State Declarations Portal (SDP) project is a web-based system supporting 

information exchange between State or Regional Authority (SRA) and the International Atomic 

Energy Agency (IAEA).  

Document Purpose 

The purpose of this document is to provide instructions and guidelines to SRA users of the SDP 

with regard to the required setup for sending and receiving encrypted data with the IAEA. The 

intended audience is the SRA personnel who will directly use the SDP to exchange Safeguards 

information with the IAEA. For detailed instructions on use of the SDP, the user should refer to 

the “SDP – User Manual”. 

Additional Information and Support 

If you have any issues, feedback or questions, please contact the IAEA SDP - Contact Point by 

email (SDP-Contact-Point@iaea.org) or by using the Contact Us form on the SDP website. 

Initial Set-up 

Summary 

To be able to encrypt information before it is transmitted and to decrypt information after it has 

been received, an SDP user has to have an appropriate encryption/decryption software tool 

installed and configured on a PC which can process confidential information This chapter contains 

step-by step instructions on how this task can be performed. This also includes steps for the 

generation and exchange of cryptographic keys between the SDP user and the IAEA, as these are 

essential security elements of the overall solution. 

Disclaimer: 

The IAEA neither provides nor endorses any software tools in this context and SDP users are free 

to select which particular tool they prefer for encryption/decryption, as long as it is compliant with 

the OpenPGP
1
 standard. The software tool which is being referred and used in this manual as an 

example is Gpg4win
2
 – an open-source tool that can be downloaded free-of-charge and is 

available to everyone. Note that if the SDP user wants to use any other software tool, the detailed 

steps for performing some of the operations would likely be different to what is described in this 

manual. However, the actions that have to be performed will, in essence, be the same. In such 

cases, SDP users are strongly advised to consult the original documentation of the software tool 

they intend to use and to request further assistance from their internal IT support. 

                                                           

1 OpenPGP Message Format, http://www.ietf.org/rfc/rfc4880.txt  

2 http://www.gpg4win.org  

mailto:SDP-Contact-Point@iaea.org
https://nucleus.iaea.org/SDP/Home/Contactus
http://www.ietf.org/rfc/rfc4880.txt
http://www.gpg4win.org/
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Important 

The information submitted through the SDP to the IAEA is both encrypted 

and digitally signed. To facilitate this, there must be an “exchange” of 

Public keys: 

1. IAEA Public Key  SDP user (see Step #3) 

a. Available on the SDP website. 

b. Used to encrypt file(s) – only the IAEA will be able to decrypt. 

2. Your Public key  IAEA (see Step #2) 

a. To be emailed to the SDP Contact Point. 

b. Used to “sign” files that are submitted – allows the IAEA to 

verify sender. 

c. Also used to encrypt sensitive Reports that the IAEA publishes 

to the SRA through the SDP.  Note: Reports can be encrypted 

for all registered users of the SRA – this means that each user 

can and should have their own public/private key pair. 
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The Encryption Software 

[1] Installation and Set-up of the Encryption Software 

Description: 

The steps below (1.1-1.3) describe the process of downloading and installing the open source 

software tool for encryption & decryption, called Gpg4win. 

 Should you wish to use this particular tool for the purpose of SDP, please follow these steps to 

ensure the tool is properly installed. 

 If you already have the software tool installed (whether it is Gpg4win or any other OpenPGP 

compliant one), please skip these steps and move to the next section. 

If you intend to use some other software tool, please ensure that it is first installed and functional, 

following installation instructions provided by the vendor and in consultations with your technical 

support specialists. Then please move to the section  

1  

Download the user 

manual 

Using a standard web browser, go to 

http://www.gpg4win.org/documentation.html and download the latest 

version of the User Manual for Gpg4win software, the Gpg4win 

compendium. 

  

This document contains detailed instructions regarding to the background, 

installation, configuration and usage of the tool, which you may need in 

addition to the instructions provided in this user manual. 

1.2 

 

Download the tool 

installation 

packages 

Using a standard web browser, go to https://www.gpg4win.org and 

download the software application. Ensure to select the most recent stable 

full version (not a beta version). In this example, it is version 3.0.0.  

http://www.gpg4win.org/documentation.html
https://www.gpg4win.org/
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Note: you will be prompted to donate – in this case you may select $0 

and select Download as shown. 

 

Make note of where the file is downloaded. 

1.3 

 

Install the tool 

Run the installation file (downloaded in step 1.2) on a PC you wish to use for 

the encryption and decryption process. Follow the installation steps on the 

screen. 

If in doubt, follow instructions in the Compendium. 

In case of issues, please request assistance from your technical support. 
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[2] Generation of your key pair 

Description: 

The steps below describe the process of generating a key pair for an authorised SDP user. These 

steps are to be performed on the PC where the encryption/decryption software tool has been 

installed (as described in section 1).  

Please note that the IAEA strongly recommends that each user of the SDP generates their own key 

pair – i.e. that they do not share keys. In this case, each user must follow the steps below. 

Completion of this operation is required before using the SDP. Also note that it is not necessary to 

share keys. When Reports are delivered to the SRA through the SDP, they are encrypted for all 

users of the SRA. 

Furthermore, provision of the public portion of the generated key pair to the IAEA is also a pre-

condition for use of the system.  

2.1 
 

Generate 

your key 

pair. 

Start the Gpg4win Kleopatra tool: 

 

Select File  New Key Pair... 

 
Select Create a personal OpenPGP key pair 
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Enter the details: 

 Name: Enter name of person that will be using the SDP. Please use the 

format – “State Name (person name)” – e.g. “Ruritania (John Doe)”. 

 EMail: Enter email of person that will be using the SDP. This must be the 

same email used to register as a user of SDP. 

Then select Advanced Settings…  

 

In the Advanced Settings window, configure additional technical details as shown: 

Key Material 

 RSA -  4096 bits 

 + RSA - 4096 bits. 

Certificate Usage 

 Signing  

 Encryption 

 Valid until (expiry): enter 2021-12-31 (approximately 5 years) 
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Press OK (Advanced Settings) and then Next (Key Pair Creation Wizard). 

Review all details of the key pair that will be generated. If you notice any 

inaccuracy, abort the process by clicking Cancel and repeat the process. Otherwise, 

if the information is correct, proceed to key pair generation, by clicking Create. 

 

Select the phrase (password) that will be used to protect your private key. 
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Important: 

To ensure your key is sufficiently protected, please select a strong passphrase. You can refer 

to security recommendations included in the Chapter 4 of the Gpg4Win compendium 

document. This is an important step in safeguarding your private key. Protection of your 

private key is of utmost importance to ensure that the security of the overall system is 

maintained. It is the responsibility of the users to protect the key and the associated pass-

phrase. 

To ensure you can access your key whenever needed, it is essential to remember the selected 

passphrase. Note that in the case of forgotten passphrase at a later stage, there may be no 

mechanism or facility to recover the key and the IAEA will not be able to assist in this matter 

as this is an internal procedure for the SDP user. This may result in inability to use the system, 

revocation of the key and restart the procedure for the generation of a new key. You may 

therefore want to consider options for secure storage of the pass-phrase for the purpose of its 

recovery, in case it is forgotten. 

If the key generation was successful, the confirmation window will be shown, 

containing also the fingerprint of the generated key. The fingerprint is 40 characters 

long and it uniquely identifies your key. It is essential that you write down or 

copy/paste the fingerprint, as it has to be provided to the IAEA as part of the official 

registration process. 
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Key Pair Backup: 

 To ensure continued availability of your key in the case, e.g. problems with 

your PC, you may want to consider making a backup of your key-pair. To do 

this, select the option Make a Backup Of Your Key Pair… in the window above 

and follow the on-screen instructions for selection of the file name and 

location. The back-up file should be kept in a safe location. 

 Note that his operation can also be done at any stage in the future, by selecting 

the key and choosing the option Export Secret Keys from the File menu. 

2.2 

 

Export 

your public 

key 

Your Public key must be provided to the IAEA. Export the public key of the 

generated key pair to a file, following these steps:  

 Select the certificate for which you want to export the public key  

 
 Select File   Export … (or right-click on certificate) 
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Select the location on your computer (or external storage device) where you want 

to save the exported key. By default, the name of the file will likely be same as the 

fingerprint with asc extension, as shown on the image below. Keep these default 

settings. 

 

After the export is finished, navigate to the folder where the file is saved and try to 

open it using any text editor (e.g. Notepad). The file should look similar to the one 

shown on the image below. Notice that the header should always clearly indicate 

that the key in the file is a public key: 

 

2.3 
 

Send the 

public key 

to the IAEA 

Please email the public key file - as a file attachment - to the IAEA at the following 

address: 

SDP-Contact-Point@iaea.org. 

 

2.4 

Inform 

authority 

of 

Certificate 

Fingerprint 

Formal registration for the SDP requires you to be authenticated in an “out-of-

band” process. We require you to send the digital Fingerprint of your certificate to 

be sent to the IAEA by a designated authority. Follow these steps to find your digital 

Fingerprint. 

Start the Gpg4win Kleopatra tool. Right-click on your certificate and select Details. 

mailto:SDP-Contact-Point@iaea.org?subject=Public%20key
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Highlight the Fingerprint, right-click and select Copy. 

 

The Fingerprint (text) must be added to the SDP Registration form. 
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[3] Configuration of the IAEA encryption Key 

Description: 

The steps below describe the process of importing the public portion of the IAEA’s cryptographic 

key pair (“Public Key”). These steps are to be performed on the PC where the 

encryption/decryption software tool has been installed (as described in section 1). 

3.1  

Verify 

website. 

Please note that prior to this activity, the SDP registration is required. Using a 

standard web browser, log on to the State Declarations Portal site 

(https://nucleus.iaea.org/SDP). Verify you are on the actual IAEA website using the 

browser: 

 

Figure 1 - Chrome 

 

Figure 2 - Internet Explorer 

3.2 
 

Download 

the IAEA’s 

Public Key 

Navigate to the section for SRA Management, select SRA Reference Data and 

Downloads and download the PGP file (IAEA SG Communication-pub.asc). 

 

Take note of where the file is downloaded. 

3.3 

 

Import the downloaded public key following these steps 

Start the Gpg4win Kleopatra tool: 

https://nucleus.iaea.org/SDP
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Import and 

certify the 

IAEA’s 

Public Key 

 

Select File  Import… (or Import button) and then select the file containing the 

IAEA’s Public Key (downloaded in the previous step 3.2): 

 

You will be prompted to certify this certificate. Click Yes 

 

Verify the fingerprint displayed – it should be: 

Fingerprint: CC18AF53B2286065D047C0790F1CD9DF10DC4AE5 

Select the IAEA certificate and I have verified the fingerprint. 
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Click Next. 

 

Select Certify for everyone to see  

De-select Send certified certificate to server afterwards. (as shown) 

Select Certify. 

Enter your password and select Ok. 

In the case the import is successful, an on-screen confirmation will be displayed, 

similar to the one shown below: 
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Click Finish to complete the process. 
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Encryption of Information 

[4] Encryption 

Description: 

Before uploading files to be submitted to the IAEA, your files must be encrypted and digitally 

signed. Unencrypted submissions cannot be transmitted through the SDP. 

The steps below describe the encryption process prior to transmission of information. Instructions 

are given on the example of an electronic declaration for a fictitious SRA (Ruritania). These steps 

must be performed on a PC where the encryption tool is installed and configured as per 

instructions described previously. 

The steps below must be followed carefully to ensure a correctly encrypted file. It is especially 

important that you select the correct recipient (IAEA SG Communication). When you select the 

IAEA certificate, only the IAEA is able to decrypt this information 

Please note that you may perform an “encryption test” that will verify encryption in both 

directions. Please see the SDP – User Manual for details. 

When performing these steps, please keep in mind the following: 

 Signing (“Sign as”) – here you are selecting your certificate. This is the certificate that you 

have shared with the IAEA. 

 Encrypting (“Encrypt for others”) – here you are selecting the IAEA certificate. 

4.1 
 

Sign and 

encrypt 

the files. 

Locate the file that you are planning to submit through the SDP. Right-click on the 

name and select Sign and encrypt
3
. 

 

                                                           

3
 Note that this command (Sign and encrypt) will be available in the described way only if you have installed and configured the 

encryption tool as described. Also note that in the case you are using a different tool, the name of the command may vary. In any case, 

this operation should always be available from the encryption tool. Please consult user documentation for the software tool that you 

have installed. 
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Select Sign as: your key should be selected. 

IMPORTANT: You must encrypt the file for the IAEA. You must select the key named 

“IAEA SG Communication” 

Select Encrypt for others: type “IAEA” to find the correct key. 

 

 

Select Sign / Encrypt 

Note that in this example, we have selected exclusively the IAEA as a recipient and 

we have not added the user as a recipient. As a result of this, only the IAEA will be 

able to decrypt this information. Because of this, following warning will be 

displayed: 
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This warning can be ignored. You can also configure the tool so that it does not 

display this message anymore by selecting the Do not ask again check box. 

You will be prompted to enter the Passphrase that is used for protection of your 

key. Remember, this is a passphrase which you have set when you created your 

key: 

 

Click OK. If both the signing and encryption were successful, it will be indicated as 

follows: 
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Decryption of information 

[5] Decryption 

Description: 

Information you receive from the IAEA within a “Report Package” may be encrypted.  

The steps below describe the decryption process. These steps must be performed on a PC where 

the encryption tool is installed and configured as per instructions described previously. Note: the 

package will be encrypted for all registered users of the SRA. 

Please note that you may perform an “encryption test” that will verify encryption in both 

directions. Please see the SDP – User Manual for details. 

4.1 
 

Decrypt 

and verify 

the file. 

1. Download the Report Package from the SDP. Take note of location of 

download. 

2. Extract the package: the file is archived with ZIP – you must first extract the 

file from the ZIP file. Take note of location of extracted file. 

3. Right-click on the file name and select Decrypt and verify
4
. 

 

You will be prompted to enter the Passphrase that is used for protection of your 

key. Remember, this is a passphrase which you created at the time of key 

generation: 

                                                           

4
 Note that this command (Decrypt and verify) will be available in the described way only if you have installed and configured the 

encryption tool as described. Also note that in the case you are using a different tool, the name of the command may vary. In any case, 

this operation should always be available from the encryption tool. Please consult user documentation for the software tool that you 

have installed. 
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Click OK. If both the verification and decryption were successful, it will be indicated 

as follows: 

 

If you have trusted the certificate from the IAEA, then the statement Valid 

signature by SDP-Contact-Point@iaea.org ensures that the file was created by the 

IAEA and has not been tampered with en route to you. 

The decrypted file will also be a ZIP archive. Open or extract the files from this ZIP to 

view the file. 
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Troubleshooting 

[A] Forgotten Passphrase 

In the case that you forget the passphrase, you will no longer be able to sign encrypted files (when 

sending to the IAEA) or decrypt sensitive files that the IAEA has published on the SDP. 

Please follow the steps below. 

A.1 

 

Generate 

new key 

pair. 

Please generate a new key pair as per step [2] Generation of your  (above). 

 

A.2 

 

Send to 

IAEA. 

Please email the public key file - as a file attachment - to the IAEA at the following 

address: 

SDP-Contact-Point@iaea.org. 

 

A.3 

 

Request that the IAEA re-publish any Report Packages that you cannot decrypt. 

 

 

  

mailto:SDP-Contact-Point@iaea.org?subject=Public%20key
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Acronyms and Abbreviations 

Acronym Meaning 

IAEA International Atomic Energy Agency 

PGP Pretty Good Privacy 

SDP State Declarations Portal 

SG Department of Safeguards 

SRA State or Regional Authority 

WebSSO IAEA Web Single-Sign On System (NUCLEUS) 

 

 

 


