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1. Introduction  

1.1 Background  

The IAEA’s State Declarations Portal (SDP) is a web-based system supporting information 

exchange between State and Regional Authorities (SRAs) and the International Atomic Energy 

Agency (IAEA).   

1.2 Document Purpose  

The purpose of this document is to provide instructions and guidelines to SRA users of the SDP. 

The intended audience is the SRA personnel who will directly use the SDP to exchange Safeguards 

information with the IAEA.  

1.3 Additional Information and Support  

If you have any issues, feedback or questions about the SDP, please contact the IAEA SDP - 

Contact Point by email (SDP-Contact-Point@iaea.org) or by using the Contact Us form on the SDP 

website.  

The SDP Contact Point is the IAEA group responsible for managing SDP user issues. All SRA user 

issues should be reported to the SDP Contact Point, who will coordinate the resolution and 

communicate the outcome back to the SRA user. This group is made up of business and technical 

experts who are familiar with the system and the Safeguards business processes that it supports.  

You will find the following guides on the SDP: 

 
Start Guide – describes all the steps on getting started with the SDP. 

 
User Manual –detailed guide of the SDP (this document). 

 
Encryption Guide – everything you need for encrypting and decrypting.  

 
Registration Map – outlines the steps to register and access the SDP. 

Further information regarding Safeguards, including the Nuclear Material Accounting Handbook, 

may be found at http://www-pub.iaea.org/books/IAEABooks/Series/101/IAEA-Services-Series . 

1.4 SDP System Summary  

The IAEA receives and manages information declared by States as prescribed by the relevant 

safeguards agreements, and evaluates this information as part of the processes supporting 

safeguards implementation and evaluation. SGIM/ISD plays a key role in the receipt and 

processing of this State-declared information, including Nuclear Material Accountancy (NMA) and 

Additional Protocol (AP) declarations. SGIM/ISD receives nuclear safeguards declarations from 

SRAs via various transmission methods. Submissions are transmitted by the SRAs to the IAEA 

mailto:SDP-Contact-Point@iaea.org?subject=SDP
https://nucleus.iaea.org/SDP/Home/Contactus
https://nucleus.iaea.org/SDP/Home/Contactus
http://www-pub.iaea.org/books/IAEABooks/Series/101/IAEA-Services-Series
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using email, physical transfer, fax and post.  Feedback from SGIM/ISD to the SRAs about their 

declarations is provided via telephone, postal mail or email. The SDP provides an efficient and 

modern alternative to these processes for communicating with SRAs about State declarations. 

These existing communication methods continue to be supported by the IAEA and usage of the 

SDP by SRAs is entirely voluntary.  

The SDP allows secure, bidirectional communication between SRAs and SGIM/ISD, in particular 

the online submission of encrypted declarations by SRAs and the publication of encrypted reports 

by the IAEA. Declarations submitted through the portal are automatically transferred to the 

Safeguards secure network for decryption and further processing.   

The SDP system includes a secure IAEA web portal (the “SDP website”) for receiving State supplied 

nuclear safeguards declarations from SRAs. Currently, the SDP supports submitting the following 

types of declarations: 

 Additional Protocol Declarations 

 Non-NPT Declarations 

 NPT Source Material Transfer Declarations 

 Nuclear Material Accounting Reports 

 Requests for Terminations, Exemptions or Re-applications for Safeguards 

 Voluntary Reporting Scheme Declarations 

In addition to receiving SRA submissions, the portal is used to publish IAEA reports and analysis 

products to the SRAs. Unlike other means of communication between the IAEA and the SRAs 

(such as fax, post and email), the portal provides collaborative messaging and discussion features 

which will allow the IAEA and the SRAs to communicate about the contents of the declarations 

and reports, including exchanging questions and answers, requests for clarification, and requests 

for and granting of approvals.   

The portal website is hosted in the IAEA data centre in the Vienna International Centre, and uses 

the IAEA’s “NUCLEUS” Web platform for authentication and authorisation of both internal and 

external users.   

The security of classified SRA information is a priority for the SDP. All sensitive data 

communicated through the SDP is encrypted end-to-end, both in transport (using HTTPS/SSL) and 

at rest (using file encryption). Incoming submissions containing classified Safeguards declarations 

must be encrypted by SRAs prior to uploading to the portal, and are only decrypted by the IAEA in 

the SG secure network. Similarly, outgoing sensitive reports sent by the IAEA to SRAs will be 

encrypted in the SG secure network before being published on the portal. These reports will be 

decrypted by the recipient SRAs within their own networks. Classified information is not held in 

unencrypted form on the portal website.  
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2. SDP Users  

2.1 Access to information 

All users of the SDP should have their own account and encryption key. This ensures correct 

auditing and control. The table below outlines access to information on the SDP: 

Information Access 

Record of Submission All users within the SRA can see the record of submission. This 
includes who submitted, when, and what type of submission. 

Submission Data The file(s) attached to a submission (the submission data) are 
encrypted for the IAEA. The file(s) must also be encrypted for 
any SRA user that would need to view them. In this case they 
would need to download and decrypt the file(s). 

Record of Reports All users within the SRA can see the record of reports published 
by the IAEA to your SRA. This includes what type of report and 
(optionally) what Submission it is associated with. 

Report Package By default, a Report Package is encrypted for all users within 
the SRA.  This means that each user can decrypt the report with 
their private key.  

However, it is possible for the IAEA to encrypt Report Packages 
for only selected users. This allows for a separation of data 
access. Please inform the IAEA of your requirements. 

Comments All users within the SRA can view comments on Submissions 
and Report Packages. 

 

2.2 User Groups 

Users of the SDP can be internal or external to the IAEA. There are two external SRA roles:  

• SDP SRA Editor: SRA users responsible for submitting and managing safeguards 

declarations sent through the Portal, with full access to all SRA functionality and data.   

• SDP SRA Viewer: Mission representatives and other State parties not responsible for 

submitting declarations. SRA Viewers have read-only access to the SRA’s data on the 

portal, but are not able to create or edit Submissions or send and receive messages.  

Each SRA user must be associated with a single SRA (i.e. a State such as the USA or Canada, or a 

Regional Authority such as EURATOM). SRA users may not change their associated SRA.  

A single SRA may have multiple users in each of the SRA roles. All data exchanged between an SRA 

and the IAEA through the portal is private to that SRA and the Agency.  
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3. User Registration and Sign in  

3.1 Registration 

In order to access the SDP, SRA users must first complete the registration process. This is 

comprised of multiple steps (outlined below). This will allow the secure exchange of information 

between the IAEA and the SRA user. 

You must have the following to access SDP: 

1. Valid NUCLEUS account (3.2 below) 

2. RSA SecurID token 

a. Token PIN set (3.3 below) 

3. Public certificate (please refer to the “SDP – Encryption Guide”) 

4. Submitted registration letter (“SDP – User Registration Form”) 

3.2 NUCLEUS account 

NUCLEUS provides access to over 130 IAEA scientific, technical and regulatory resources. This 

includes databases, websites, applications, publications, safety standards, training material and 

more. The SDP resides within NUCLEUS. 

SRA users must have a registered, activated account in the IAEA’s NUCLEUS platform. These 

accounts must be associated with an official SRA email address. If you already have an existing 

NUCLEUS account associated with your official SRA email address, please use this account. You do 

not need to create a new account for SDP.  

If you do not have a NUCLEUS account associated with your official SRA email address, go to 

https://nucleus.iaea.org and click the Register link at the top-right of the page.  

 

Follow the instructions on the NUCLEUS website to create and activate your account. An email 

with an activation link will be sent to the email address specified in your account registration, 

ensure you open the activation link before continuing.  

If you have any problems registering or activating a NUCLEUS account, refer to the Help pages at 

https://nucleus.iaea.org/Pages/Help/Registration.aspx. Issues with accessing NUCLEUS may be 

reported to the IAEA’s NUCLEUS Contact Point (https://nucleus.iaea.org/Pages/Others/Contact-

Us.aspx).  

https://nucleus.iaea.org/
https://nucleus.iaea.org/
https://nucleus.iaea.org/Pages/Help/Registration.aspx
https://nucleus.iaea.org/Pages/Help/Registration.aspx
https://nucleus.iaea.org/Pages/Others/Contact-Us.aspx
https://nucleus.iaea.org/Pages/Others/Contact-Us.aspx
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3.3 The RSA SecurID token 

 

Access to the SDP is protected by 2-factor authentication. This requires “something you know” (a 

PIN code) and “something you have” – the SDP uses the RSA SecurID token (shown above).  

Please note the following regarding tokens: 

 Each user of the SDP is issued a token. 

 There is no limit to the number of users/tokens for an SRA. 

 The token does expire. The expiration date is on the back of the token.  The IAEA also 

knows the expiration date of your token. Before your token expires, you will be given a 

new token. 

 If a token is lost or broken, simply inform the SDP Contact Point and a new token will be 

issued. 

You will receive the token as part of a welcome kit to the SDP. After you have created your 

NUCLEUS account (above), you must set your PIN for the token. This is done during your first 

access.  

NOTE: Before you can proceed, the IAEA must activate the token for your NUCLEUS account. 

Please send an email to SDP-Contact-Point@iaea.org with the following: 

 Your full name 

 Your NUCLEUS username 

 Your RSA SecurID token serial number (on the back of the token) 

The IAEA will contact you when your token has been activated. 

3.4 Setting your PIN 

NOTE: When accessing the SDP, you do not use your current NUCLEUS password. You must use 

the token and a (new) PIN. The steps for setting the PIN are below. You will still use your current 

NUCLEUS password for all other access to NUCLEUS. 

When notified by the IAEA to proceed, please follow these steps: 

1. Go to SDP on NUCLEUS: https://nucleus.iaea.org/sdp 

mailto:SDP-Contact-Point@iaea.org?subject=SDP:%20Please%20activate%20token
https://nucleus.iaea.org/
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2. Enter your NUCLEUS Username and the Tokencode as displayed on the token (Note: for 

your first access, your do not need the token PIN). The New PIN Assignment form will 

display.  

 

3. Wait for the tokencode to change (wait for the number that is displayed on the token to 

change), then complete the form: 
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a. Passcode: enter only the Tokencode from the token. 

b. New PIN: think of a four-digit PIN code and enter here. You will need this PIN 

when accessing the SDP. 

c. Click Sign In 

 

4. You should see a Success message as shown above. 

 

3.5 Public certificate 

In order that we may digitally verify your submissions as well as encrypt information for you, a 

public/private certificate must be generated. (Alternatively, you may use an existing public 

certificate if you have one). The SDP – Encryption Guide document steps you through the process 

of generating a new certificate. When that process is complete, you will need: 

1. The public certificate file. 

2. The digital fingerprint of the public certificate (this is alphanumeric text). You must enter 

this on the SDP – User Registration Form. 

3.6 Requesting Access to the SDP  

After you have completed steps 3.2 – 3.4, please do the following to activate your SDP access: 

1. Send an email to the SDP Contact Point email address, with the following: 

a. Your full name 

b. Your NUCLEUS username 
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c. Your RSA SecurID token serial number (shown above) 

d. Attach your Public certificate file. 

2. Complete the SDP – User Registration Form and mail it to the IAEA. 

Following verification of your identity we will then grant your account the necessary permissions 

to access the SDP as a representative of your SRA.  

3.7 User Sign-in  

After your account is activated and the SDP Contact Point has granted this account the necessary 

permissions, you can access the portal website at https://nucleus.iaea.org/sdp. If you have not 

yet signed in or your session has expired, you will be prompted to sign in with the credentials you 

specified during account registration.   

 

Note: The Passcode is the PIN + Tokencode.  For example, if you set your PIN as ‘1234’ and the 

tokencode is 159759 (as shown below), then the passcode is “1234159759”. 

 

After sign in, you are redirected to the SDP website.  

NOTE: In case you forget your PIN or lose the SecurID token, please send an email to the SDP 

Contact Point at SDP-Contact-Point@iaea.org.  

https://nucleus.iaea.org/sdp
https://nucleus.iaea.org/sdp
mailto:SDP-Contact-Point@iaea.org?subject=SDP%20-%20Token%20issue
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4. Common Portal Functionality  

NOTE: all dates and times are saved in UTC time, and by default are displayed using the Vienna, 

Austria time zone (UTC + 1). You may change the time zone settings under your User Profile 

please refer to 4.8 - Viewing and Editing Your User Profile. 

4.1 Main Menu   

The SDP Main Menu is shown at the top of all pages and provides links to all SDP pages and 

functions.   

• The buttons in the menu are role-specific, so the SRA Editor has more menu options than 

the read-only SRA Viewer role.   

• Drop-down menus with more options are indicated by a downward-pointing arrow on the 

main menu button.   

• The context for the current page is indicated with a highlighted menu button.   

• Some of the menu buttons will indicate notifications or pending actions, e.g. the IAEA 

Reports menu button will show the count of unread reports published for your SRA, and 

the Messages menu button will show the count of unread comments and messages.  

 

 

4.2 Login Menu  

The Login Menu is shown at the top right of all pages, and provides quick access to the following 

features:  

• “Full-screen” view mode  

• SDP User Help  

• SDP User Profile  

• NUCLEUS Settings (links to the WebSSO website, outside SDP)  
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4.3 Contact Us Page  

The Contact Us page is linked from every SDP page, at the right hand side of the page footer. The 

Contact Us page is intended for reporting general technical issues and questions related to the 

SDP website. For issues related to specific SRA Submissions or IAEA Report Packages, please use 

the Comments feature on the relevant Submission or Report. You can also use the Direct 

Message feature to communicate with the IAEA about Safeguards matters unrelated to a specific 

Submission or IAEA Report.  

  

 

4.4 Home Page  

The SDP Home Page is the default Landing Page for new SRA Users (the Landing Page can be 

changed under User Profile > Preferences). The Home page provides a brief introduction to the 

SDP, easy access to frequently used features, and shows a list of the most recent SDP 

Announcements.  

4.5 Dashboard  

The SDP Dashboard is a one-page summary of recent SDP activity for your SRA. The Dashboard 

page shows the following:  

• A list of the most recent SDP Announcements. This panel can be hidden for the duration 

of your login session.  
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• A summary Statistics panel. This panel can be hidden for the duration of your login 

session.  

• A Latest Submissions panel showing the ten most recent Submissions from your SRA to 

the IAEA.  

• A Latest IAEA Reports panel showing the ten most recent IAEA Report Packages sent to 

your SRA by the IAEA.  

• A Portal Activity panel showing the ten most recent activities and events related to your 

SRA.  

The Dashboard is an optional Landing Page in the User Preferences.  

4.6 Viewing Announcements  

Announcements are messages sent by the IAEA to all users of the SDP. Announcements can be 

informational messages or warnings. Active Announcements are shown in several locations:  

• On the Home Page.  

• On the Dashboard.  

• In your Message Inbox.  

On any of these pages, click on the Announcement Title to view the full details of the selected 

Announcement. Announcements can contain additional informative text and may have attached 

files.  

Announcements can be expired by the IAEA so that they are no longer shown on the pages listed 

above. Expired Announcements can always be read in your Message Inbox (see below).  

4.7 Activity Log  

The SDP Activity Log page can be opened from the Main Menu. The Activity Log lists all portal 

actions carried out by all current and historic users in your SRA. Use the Search Filters to find and 

view specific actions. Click on the links in the activity description to view full details of the user 

carrying out the action or the affected record.  

Activity Logs are also available at the User, Submission and IAEA Report Package level showing the 

portal actions and events in these specific contexts.  

4.8 Viewing and Editing Your User Profile  

Your SDP User Profile page can be accessed from the User Profile button in the Main Menu and 

also from the SDP User Profile link in the Login Menu. The page shows the user information in 3 

tabs:  

• User: A summary of your information: Display Name, Login Name (NUCLEUS username), 

Email, Roles, Assigned SRA, and Certificate Expiration. 
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NOTE: Your Certificate Expiration is set by the IAEA based on the Public Key you have 

provided. If the key has expired (or you have not yet provided it to the IAEA), you will not 

be able to submit using the SDP. 

• Preferences: summary of your settings.   

• Activity Log: a record of all actions carried out by you on the SDP. 

SRA Editors may also view the User Profile page of other Users registered with their SRA. See the 

Searching and Viewing Users section below.  

On your User Profile page, click the Edit User Preferences button to open the Edit User 

Preferences page. This allows you to change the following settings for your user:  

• Landing Page: specifies the default landing page to be shown when accessing the SDP 

website. This can be set to the Home Page (the default), the Submission page, or the 

Dashboard.  

• Time Zone: specifies the time zone to be used for the display of dates and times in the 

user interface. All dates and times are saved in UTC time, and are displayed by default 

using the Vienna, Austria time zone (UTC + 1).  Change this setting to your local time zone 

in order to show dates and times in your local time.  

• Email Preferences: specifies the email notifications that you are subscribed to. You may 

subscribe or unsubscribe to specific email notifications.  Note: by default you are 

subscribed to all notifications. 

Note: Ensure that email notifications from the SDP reach your Inbox, and not your junk or 

spam folder, by adding the SDP Contact Point email address (SDP-Contact-

Point@iaea.org) to a safe senders list.  If you are unsure on how to do so, please contact 

your internal IT support.  

Click Save to confirm any changes you have made; click Cancel to return to your user profile page 

without saving. 

4.9 Online Help  

The User Help page at https://nucleus.iaea.org/SDP/Help provides SDP users with access to 

information and guidance on using the website, including the latest copy of this User Manual. The 

User Help page can be accessed from the question mark icon in the Login Menu at the top right of 

the page or from the Help link on the Home Page.  

4.10 Limited Retention of Attachment Files  

The SDP allows encrypted files to be attached to Submissions, Report Packages, Comments and 

Direct Messages. This functionality is described in more detail in the relevant sections below.   

For security reasons, these files are deleted after a retention period expires. Good security 

practise recommends that sensitive data should only be retained by a system for as long as it is 

needed. This applies even when the files are encrypted. Therefore the attachment files are 

permanently deleted from the portal after the files have been downloaded and a subsequent 

retention period expires. The retention period is 28 days, and starts after the following events 

take place:  

mailto:SDP-Contact-Point@iaea.org
mailto:SDP-Contact-Point@iaea.org
https://nucleus.iaea.org/SDP/Help
https://nucleus.iaea.org/SDP/Help
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• Submission attachments: retention period starts when the Submission is transferred by 

the IAEA to the SG secure network – submission will have status Received by IAEA.  

• Report Package attachments: retention period starts when the SRA executes the 

Download and Mark as Received operation.  

• Comment and Direct Message attachments: retention period starts when the Comment 

or Message is read by any user in the recipient organisation.   

The retention period allows for a limited period of time where the files are available for re-

download from the portal website, should this be necessary. After the files are permanently 

deleted, they can only be recovered by clicking on the “Deleted – Request File” link for the 

deleted file. This will open a Request Restoration of Deleted File form. You may add an optional 

comment and click on Send File Request button. This would trigger a request to IAEA. The 

requested files will be sent to you using SDP’s Direct Message functionality.       

In addition to the above, the deletion of a record (e.g. as described in Deleting a Submission 

below) will cause any associated attachment files to be permanently deleted.  

  



IAEA State Declarations Portal – User Manual  

17  

5. Submissions  
A Submission is information submitted by an SRA to the IAEA. A Submission is a package of one or 

more encrypted files, sent together with unclassified and unencrypted descriptive information 

such as the Submission name, SRA Reference Number, and Submission Type. Submissions are of a 

single Type (e.g. NMA, AP, VRS, etc.) and should contain only files appropriate to that type.  

This section describes how to make a submission. There are a number of scenarios that are 

covered: 

 

Single User  

5.1 – Make a submission. 

5.2 – Create a draft submission. 

 

 

Multiple Users  

1. Draft and submitting performed by different users. 

2. Draft, review and submitting performed by different users. 

 

NOTE: Files uploaded as part of a submission must be encrypted. You will not be able to complete 

a submission with unencrypted files. Please refer to the SDP – Encryption Guide on how to setup 

and use encryption for the SDP. 

NOTE: Before making a submission with “real” data, it is highly recommended to perform an 

‘Encryption Test’.  This test will ensure that the encryption is working in both directions – refer to 

next section. 

5.1 Make a Submission  

Roles(s) SRA Editor 

Prerequisites Submission file has been encrypted. 

Location Submissions > Create Submission 

To make a Submission, complete the form with the following fields:  

• Submission Name: (required) a unique name for the Submission. The name is limited to 

40 characters and should contain only letters, numbers and spaces. It is recommended to 

preface the name with the date of submission – e.g. “20180706 Ruritania AP”. More 

details concerning the submission may be entered in the ‘SRA Reference Code’ and 

‘Description’ fields. 

• SRA Reference Code: an optional reference number used by the SRA accounting system.  

• Submission Type: The type of Safeguards declarations contained in the Submission. The 

options shown here vary by SRA depending on their Safeguards agreements and reporting 

schemes. This field is required.  
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• Description: an optional description of the submission.  

• Attachment File: an encrypted file to be submitted for the specified Submission. A file 

must be attached in order to immediately send the Submission to the IAEA. Please refer to 

the SDP – Encryption Guide for more details on encrypting the submission files. 

NOTE: If you wish to submit multiple files, we recommend that you combine them first 

into a “ZIP”1 file before encrypting. 

• File Description: an optional description of the attached file.  

 
 

Click Submit to IAEA. The Submission will be sent to the IAEA.  

5.2 Create a Draft Submission 

Roles(s) SRA Editor 

Prerequisites None 

Location Submissions > Create Submission 

To create a Draft submission, complete the form as detailed above in Make a Submission. 

Click Save Draft. The submission will be saved and the Submission Details page for the new record 

will be shown. The Submission may be modified before sending it to the IAEA.  

5.3 Submitting a Draft Submission 

Roles(s) SRA Editor 

Prerequisites Draft Submission has been created. 

Location Submissions > Create Submission 

 

                                                           
1 ZIP is an archive file format. Please see https://en.wikipedia.org/wiki/Zip_(file_format)  

https://en.wikipedia.org/wiki/Zip_(file_format)
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5.4 Editing a Draft Submission  

Roles(s) SRA Editor 

Prerequisites Draft Submission has been created. 

Location Submissions > View Submissions > select your draft submission 

 Submissions with a Status of In Draft may be edited. During editing the following fields can be 

modified (see Make a Submission for a description of these fields):  

• Submission Name  
• SRA Reference Code.  
• Submission Type  
• Description  

5.5 Managing Attachments 

While the submission remains In Draft, you may add (attach) or delete files from the submission. 

To attach a file to the submission, follow the steps below: 

 

Click Attach File. 

 

Complete the form with the following fields: 

• Type: (required) select the type of submission.  The SRA Declarations File is the standard 

type. 

 File Description: an optional description of the attached file 

You may repeat this step to attach multiple files to the submission.  

To delete files from a submission, follow these steps: 
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Select the Files tab. Click the Delete link for the corresponding file you wish to remove from the 

submission. Click OK to confirm the deletion. The entry for the file will remain on the details for 

the submission, but will show as File Deleted. 

 

When the submission is ready, click Submit. 

5.6 Deleting a Draft Submission  

Role(s): SRA Editor.  

Submissions with a Status of In Draft may be deleted. The deleted record is maintained in the SDP 

to maintain a history; however, all files attached to the Submission are permanently deleted.   

To delete a Submission:  

1. Click the Delete button on the Submission Details page, or click the Delete button in the 

Actions column of the Submission List page. These buttons are only available when the 

Submission has a Status value of In Draft.  

2. On the Delete Submission confirmation page, click the Delete Submission button.  

3. The Status of the Submission will be set to Draft Deleted and the record will no longer be 

shown in the Submission List. Any files associated with the Submission are permanently 

deleted.  

5.7 Validating a Report 

Role(s): SRA Editor  

Note: In this scenario, you may send actual report(s). However, the data will not be loaded to the 

IAEA system. Rather, the format of the submission will be validated. Currently the validation 

consists of basic format and consistency checking of the files. These results will be returned to you 

as a Report Package associated with the submission. The report is a CSV file that will contain a list 

of errors in the file(s), if there are any. After the results have been returned, you may then 

“officially” submit the submission if you like. 
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To validate a Report, go to the Create a New Submission page. This may be opened from the 

Main Menu, the Home Page, or the Submission List page.  

Validation is only available for Computer-loadable data and certain submission types. Complete 

the form as above - after you select Submission Type, the Validate Report button will be available 

if there is validation available for that Submission Type. 

 

 

Click the Validate Report button.  

In a short time (approximately 30 minutes), a Report Package will be returned to you associated 

with this submission. It will have an encrypted file attached that contains validation information 

of the submitted files. Select the IAEA Reports tab where you will see a list of reports sent to you 

from the IAEA.  The result of the validation should be the first one with Report Type of File 

Validation Results.  Click on the report name to go to the details page. 

 

Select the Files tab. 
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You may download and decrypt the Report Package Archive. (please refer to the SDP – Encryption 

Guide). The report is a CSV file that will contain a list of errors in the file(s), if any were 

encountered. 

 

You may now (formally) submit this Submission by selecting Submit. You may also perform the 

following actions before submitting. 

 Edit: update the Submission Name, SRA Reference Code, Submission Type, and 

Description. 

 Attach File: attach files to the submission. You may also delete files under the Files tab. 

 Validate Report: send the files to be validated. 

 Delete: delete the submission. 

5.8 Searching and Viewing Submissions  

Role(s): SRA Editor, SRA Viewer  

The Submissions page lists all Submissions to the IAEA created by your SRA through the SDP. This 

page is an optional Landing Page in the User Preferences.  

• Use the Search Filters to find specific Submissions.  

• Click on the column header labels to sort the list.  

• Click on the Name to open the Submission Details page for the selected Submission.   

• The action buttons in the rightmost column can be used to:  

 
Open the Submission Details page. 

 

Download a zip file containing the declaration files and an XML document 

describing the contents of the Submission. 

 
View the Activity Log. Hover over the button to display the count of entries.  

 

View Comment history. Hover over the button to view the count of 

Comments. This button is disabled if no comments exist. 

 

5.9 Viewing Submission Details  

Role(s): SRA Editor, SRA Viewer  
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The Submission Details page is a tabbed form used to view and edit a Submission. Each tab shows 

different aspects of the selected Submission:   

• Submission: (default) shows the descriptive fields together with information on the status 

of the Submission.  

• Files: used to download and delete the encrypted files attached to the Submission. Files 

can only be deleted while the Submission status is In Draft.  

• Comments: used to view, add, and edit Comments on the Submission.  

• IAEA Reports: lists all the linked Report Packages published by the IAEA 

•  Activity Log: lists all actions and events related to the Submission.  

Depending on the status of the Submission and the user’s role, the Submission Details page offers 

the following functions in a button menu:  

• Download Submission Archive: download a zip file containing the declaration files and an 

XML document describing the contents of the Submission.  

• Add Comment: opens a form for adding a new Comment to a Submitted by SRA, Received 

by IAEA and Cancelled by SRA Submission.  

• Edit: open the Edit Submission page for an In Draft Submission.  

• Attach File: attach encrypted files to the Submission. Attachments are specified as SRA 

Declaration Files or Supplementary or Cover Letter depending on their content.  

• Submit: submit an In Draft Submission to the IAEA.  

• Delete: delete an In Draft Submission without submitting it to the IAEA.  

• Cancel: request cancellation of a Submission that has already been submitted to the IAEA.  

Some of these functions are described in more detail below.  

5.10 Commenting on a Submission  

Role(s): SRA Editor.  

Submission Comments are informal messages exchanged between an SRA and the IAEA about a 

specific Submission. Comments are managed on the Submission Details page. Comments may be 

added to a Submission with Status Submitted by SRA, Received by IAEA and Cancelled by SRA.   

NOTE: The information in the comment is not additionally encrypted. Please do not include 

sensitive information. 

• Click the Add Comment button on the Submission Details page to append a new 

Comment to the Submission.  

• Click the Delete button on an existing Comment made by your SRA to delete the 

comment. The deleted record is maintained in the SDP database for audit purposes. 

• Click the History link on any comment to see its history, including when it was read by the 

recipient.  
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5.11 Submitting a Submission to the IAEA  

Role(s): SRA Editor.  

Submissions must include at least one encrypted file attachment of type SRA Declaration File 

before they can be sent to the IAEA.  

To submit a Submission:  

1. Click the Submit button on the Submission Details page. This button is only available 

when the Submission has a Status value of In Draft.  

2. On the Submit Submission confirmation page, click the Submit to IAEA for processing 

button.  

3. The Status of the Submission will be set to Submitted by SRA and the record will no longer 

be editable (Comments may still be added).  

5.12 Cancelling a Submission  

Role(s): SRA Editor.  

After you have made a submission, there is a grace period of 5 minutes before processing begins 

by the IAEA. During this time, the submission may be cancelled.  

 

To cancel a Submission:  

1. Click the Cancel button on the Submission Details page. This button is only available 

during the grace period. 

2. On the Cancel Submission confirmation page, click the Cancel Submission button.  

3. The Status of the Submission will be set to Cancelled by SRA and the record will no longer 

be editable (Comments may still be added).  
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6. Test Submissions 
There are scenarios where you may wish to test the system. This may include, for example, 

verifying encryption keys or making submissions with new formats (e.g. XML). Follow the steps 

below for performing these tests.  

Information that is sent using a Test Submission is for testing purposes only and is never loaded 

into the IAEA systems. 

  To start, from the menu select Submissions > Create Test Submission 

 

6.1 Encryption Test 

Role(s): SRA Editor 

Communication with the IAEA on the SDP uses encryption in both directions. It is recommended 

to test that the encryption is working as expected. In this case, you can submit an “encryption 

test”. This will verify that information sent to the IAEA (encrypted for the IAEA) is working, and 

that information sent to you (encrypted for you) is also working. 

You may perform an encryption test at any time.  The entire process is handled at the IAEA 

automatically and does not require any intervention by IAEA staff. After the test, if you have any 

questions, please send an email to the SDP Contact Point. 

Note: In this scenario, do not send actual data. The file submitted will not be loaded to the IAEA 

system. Rather, the encryption of the attached file will be validated. The result of the validation 

will be returned to you as a Report Package associated with the submission.  

Please encrypt a simple text file – i.e. a “txt” file. 

Go to the Create a TEST Submission page.  

Complete the form with the following options: 

 Submission Type = [Testing] Encryption Test 

 Attachment File = your encrypted text file 

mailto:SDP-Contact-Point@iaea.org?subject=Encryption%20Test
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Click the Submit to IAEA button. The following message is displayed: 

 

In a short time (approximately 30 minutes), a Report Package will be returned to you associated 

with this submission. It will have an encrypted file attached that contains information of the 

decryption as well as the original text in the file you attached – in this way you can be sure that 

the encryption worked both ways. Select the IAEA Reports tab where you will see a list of reports 

sent to you from the IAEA.  The result of the encryption test should be the first one with Report 

Type of Encryption Test Submission Results.  Click on the report name to go to the details page. 

 

Select the Files tab. You will need to select Mark as Received first. 
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You may then download the file. 

 

 

You may also download now from the Report details page. 

 

After download, you will need to decrypt the Report Package Archive (please refer to the SDP – 

Encryption Guide). When you view the file, it will be similar to this: 

 

6.2 NMA Report Test 

Role(s): SRA Editor 

Select this option if you specifically require that the submission is not loaded to the IAEA systems. 

An example scenario may be if you are moving to a new format (e.g. XML) and you want to send a 

submission as a test case. 

Go to the Create a TEST Submission page.  

Complete the form with the following options: 

 Submission Type = [Testing] Nuclear Material Accounting Reports 

 Description = Please include a description 

 Attachment File = your encrypted file 
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Click the Submit to IAEA button. 

7. IAEA Report Packages  
An IAEA Report Package is a package of IAEA Report files sent from the IAEA to an SRA. Report 

Packages may contain one or more standard or ad-hoc IAEA reports to SRAs including Summary 

Letters, Semi-Annual Statements, and Quarterly Import Communications. IAEA Report Packages 

may be associated with one or more SRA Submissions or they may be stand-alone. All Report 

Packages of a sensitive nature will be encrypted only for the SRA users.  

For information on decrypting files returned as a Report Package, please refer to the SDP – 

Encryption Guide. Note: By default, Report Packages are encrypted for all registered users of your 

SRA. 

7.1 Searching and Viewing IAEA Report Packages  

Role(s): SRA Editor, SRA Viewer  

The IAEA Report Packages page lists all Report Packages sent by the IAEA to your SRA.   

• Use the Search Filters to find specific Report Packages.  

• Click on the column header labels to sort the list.  

• Click on the Name to open the Details Page for the selected Report Package.   

• The action buttons in the rightmost column can be used to:  

 
Open the Report Package Details page. 
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Download a zip file containing the report files. This button is only available 

when the Status is Received by SRA. 

 

View the Activity Log. The tooltip on this button shows the count of Activity 

Log entries.  

 

View Comment history. Hover over the button to view the count of 

Comments. This button is disabled if no comments exist. 

 

7.2 Viewing Report Package Details  

Role(s): SRA Editor, SRA Viewer  

The Report Package Details page is a tabbed form used to view the details of a Report Package. 

Each tab shows different aspects of the selected Report Package. By default, the first tab, Report, 

is displayed.   

• Report: shows the descriptive Report Package fields together with information on its 

status.  

o Files: will display all the files attached to the Report Package. Files may be 

downloaded from this tab after an SRA user has marked the Report Package as 

Received by SRA (see Downloading a Report Package below).  

o Comments: used to view and add Comments on the Report Package.  

NOTE: All sensitive files will be encrypted with your Public certificate. You will need to use 

your encryption software to decrypt the file(s). 

• Associated Submissions: lists any of your SRA’s Submissions that are associated with the 

Report Package.  

• Responses: lists any response that your SRA made to this Report Package.  

• Activity Log: lists actions and events related to the Report Package.  

Depending on the status of the Report Package and the user’s role, the Report Package page 

offers the following functions in a button menu:  

• Mark as Received: download the Report Package and confirm its receipt. This button is 

only displayed while the status is Published.  

• Download Report Package Archive: download a zip file containing the report files. This 

button is only available after an SRA user has marked the Report Package as Received by 

SRA (see Downloading a Report Package below). All sensitive files will be encrypted with 

your Public certificate, and signed by the IAEA. 

7.3 Downloading a Report Package 

Role(s): SRA Editor  

Report Packages that have been sent by the IAEA to your SRA must be explicitly acknowledged as 

received before they are available for download. The time of receipt is recorded in the system and 

the file retention period is started. After the Report Package is marked as received, the Report 
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Package files may be re-downloaded as many times as necessary until the retention period 

expires.  

To mark a Report Package as received and download:  

 

1. Click the Mark as Received button on the Details page. This action is only performed 

once.  

 

2. Click the Download and Mark as Received by SRA button. 
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3. The file should automatically begin to download (method and location of download will 

depend on the browser you are using). If the file does not automatically download, then 

you may click the Download IAEA Report Package Files button to trigger a manual 

download. 

Take note of where the file has downloaded.  Please refer to Decryption of Information in 

the SDP – Encryption Guide. 

 

4. The Status of the Report Package will be set to Received by SRA. The report files will be 

available for download (as shown above) for a fixed period, after which the files will be 

permanently deleted. Comments may continue to be added indefinitely.  
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7.4 Responding to a Report Package  

Role(s): SRA Editor.  

A Response is a formal communication exchanged between an SRA and the IAEA concerning a 

specific Report Package. It is a similar process to making a Submission. A Response may be added 

to any Report Package with Status Received by SRA or Published.   

• Click the Add Response button on the Report Package Details page to create a Response.  

You will be directed to a new ‘Add Response’ page. Complete the form with the following fields:  

• Response Name: (required) a unique name for the Submission. The name is limited to 40 

characters and should contain only letters, numbers and spaces. It is recommended to 

preface the name with the date of submission – e.g. “20180706 Ruritania AP”. More 

details concerning the submission may be entered in the ‘SRA Reference Code’ and 

‘Description’ fields. 

• SRA Reference Code: an optional reference number.  

• Description: an optional description of the response.  

• Attachment File: an encrypted file to be submitted for the specified Response. A file must 

be attached in order to send the Response to the IAEA. Please refer to the SDP – 

Encryption Guide for more details on encrypting the submission files. 

NOTE: If you wish to submit multiple files, we recommend that you combine them first 

into an archive file before encrypting (e.g “ZIP”). 

• File Description: an optional description of the attached file.  

 

Click Submit to IAEA. The Response will be sent to the IAEA.  
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7.5 Commenting on a Report Package  

Role(s): SRA Editor.  

Comments are informal messages exchanged between an SRA and the IAEA about a specific 

Report Package. Comments are managed on the Report Package Details page. Comments may be 

added to any Report Package with Status Received by SRA or Published.   

NOTE: The information in the comment is not additionally encrypted. Please do not include 

sensitive information. 

• Click the Add Comment button on the Report Package Details page to append a new 

Comment to the Report Package.  

• Click the Delete button on an existing Comment made by your SRA to delete the 

comment.  

• Click the History link on any comment to see its history, including when it was read by the 

recipient.  

NOTE: If you need the IAEA to re-publish this Report Package – please add a comment to this 

Report Package requesting to re-publish. 

8. Messages  

8.1 Searching and Viewing Messages  

Role(s): SRA Editor, SRA Viewer  

The SDP Messages page can be opened from the Main Menu or by following a link from the 

Home Page. The SDP supports multiple types of message exchanged between the IAEA and SRAs, 

viewable in various contexts on the website but also accessible in a single unified Inbox. The SRA 

Inbox is shared by all users registered with an SRA.  

• Comments are made on Submissions or IAEA Report Packages and are specific to a single 

SRA.  

• Direct Messages are exchanged directly between the IAEA and a single SRA and are not 

associated with a Submission or Report Package. SRA Viewers do not have access to this 

message type.  

• Announcements are broadcast messages sent by the IAEA to all SRAs.  

The Messages page shows messages of all types exchanged between your SRA and the IAEA in the 

following tabbed folders:  

• Inbox: shows IAEA Announcements, IAEA Comments on your SRA’s Submissions and 

Report Packages, and Direct Messages sent to your SRA.  

• Sent Items: shows your SRA’s Comments on your Submissions and Report Packages, and 

Direct Messages sent from your SRA to the IAEA  

• Drafts: shows in-draft Direct Messages from your SRA to the IAEA.  
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In each tab the following options are available:  

• Use the Search Filters to find specific Messages.  

• Click on the column header labels to sort the list.  

• Click on the Message Title/Subject to view full details of the message.  

8.2 Creating a new Direct Message  

Role(s): SRA Editor  

A Direct Message is an informal communication between the IAEA and an SRA. It may be used in 

place of email. In this way, communications are maintained in a central location (the SDP). 

NOTE: The information in the message is not additionally encrypted. Please do not include 

sensitive information. 

The Create a New Direct Message page can be opened from the Main Menu, or the Messages 

page.  

To create a Direct Message, complete the form and select Save as Draft or Send. The following 

fields can be set when creating a Message:  

• Priority: An indicator of the urgency of the Direct Message. Options are High, Normal, or 

Low. The default value is Normal.  

• Subject: the Subject of the Direct Message, similar to an email subject line. This field is 

required.  

• Message Text: the text of the message. This field is required.  

After completion of the mandatory fields, the new Message can be saved or sent to the IAEA:  

• Save as Draft: the Direct Message will be saved and the Edit Message page for the new 

record will be shown. The Direct Message can be further modified before sending it to the 

IAEA. Until it is sent, the message will be shown in the Drafts folder of the Messages page.  

• Send: The Direct Message will be sent immediately to the IAEA and can no longer be 

modified. The message will be shown in the Sent Items folder of the Messages page.  
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9. SRA Management  

9.1 Searching and Viewing Users  

Role(s): SRA Editor  

The SRA Users page is opened from the Main Menu item SRA Management > Users. This page 

lists all lists current and historic SDP users registered with your SRA.   

• Use the Search Filters to find specific Users.  

• Click on the column header labels to sort the list.  

• Click on a User Name to open the User Profile page for the selected User.   

9.2 SRA Reference Data and Downloads  

Role(s): SRA Editor  

The SRA Reference Data and Downloads page is opened from the Main Menu item SRA 

Management > SRA Reference Data and Downloads. This page displays  

• IAEA SG Communication Public Keys: These are the Public keys used to encrypt data that 

is sent to the IAEA. Only the IAEA can decrypt any files that are encrypted with these keys. 

Please refer to the SDP – Encryption Guide for more details.  

• Reference Data for Countries, Facilities and Material Balance Areas: These reference 

data sets contain the official code values and names for the Countries, Facilities and 

Material Balance Areas (MBAs) used in various types of Safeguards declaration. The action 

buttons in the rightmost column can be used to:  

• Open the Countries, Facilities and Material Balance Areas Details page 

• Download a csv file containing the active Countries, Facilities and Material Balance 

Areas.  
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• SRA-Specific Submission Data: The reference data sets contain summary information 

about historical Submissions declared by your SRA. The action buttons in the rightmost 

column can be used to download a csv file containing the list of Submissions sent using the 

SDP. The Submissions received through other channels are not included.  

• SRA-Specific Downloads: lists file downloads provided by the IAEA for your SRA, such as 

configuration files for the Protocol Reporter software.  
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10. Submission Type 
Please also refer to the following IAEA sites and publications: 

 Assistance for States 

 Legal Framework for IAEA Safeguards 

 Nuclear Material Accounting Handbook  

 Safeguards Implementation Practices Guide on Provision of Information to the IAEA 

 INFCIRC/66 

 INFCIRC/66/Rev.2 

 INFCIRC/153 (Corrected) 

 INFCIRC/175 

 INFCIRC/540 

 INFCIRC/540/Corr. 

 INFCIRC/540/Corr.1 

 

The following table describes the types of artefacts that may be submitted for each submission 

type. 

Submission  Description  

Nuclear Material Accounting 

Reports 

Reports: 

 Physical Inventory Listing (PIL) 

 Inventory Change Report (ICR) 

 Material Balance Report (MBR) 

 Concise Notes 

 Textual Reports 

Additional Protocol Declarations Additional Protocol Declarations  

Protocol Reporter 1/2/3 files: 

 .pr3a 

 .pr3t 

 

Requests for Terminations, 

Exemptions or Re-applications 

for Safeguards 

Text files. Typically PDF files. 

Non-NPT Declarations Text files  

Voluntary Reporting Scheme 

Declarations 

Text files  

NPT Source Material Transfer 

Declarations 

Text files  

Other   

 

  

https://www.iaea.org/topics/assistance-for-states
https://www.iaea.org/sites/default/files/16/12/legalframeworkforsafeguards.pdf
http://www-pub.iaea.org/books/IAEABooks/7828/Nuclear-Material-Accounting-Handbook
http://www-pub.iaea.org/MTCD/Publications/PDF/SVS_33_web.pdf
https://www.iaea.org/sites/default/files/publications/documents/infcircs/1965/infcirc66.pdf
https://www.iaea.org/sites/default/files/publications/documents/infcircs/1965/infcirc66r2.pdf
https://www.iaea.org/sites/default/files/publications/documents/infcircs/1972/infcirc153.pdf
https://www.iaea.org/sites/default/files/publications/documents/infcircs/1973/infcirc175.pdf
https://www.iaea.org/sites/default/files/infcirc540.pdf
https://www.iaea.org/sites/default/files/infcirc540c.pdf
https://www.iaea.org/sites/default/files/infcirc540c1.pdf
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11. Acronyms and Abbreviations  
Please also refer to the IAEA Safeguards Glossary which can be found at: 

http://www-pub.iaea.org/books/IAEABooks/6663/IAEA-Safeguards-Glossary.  

Acronym  Meaning  

AP  Additional Protocol  

ART34  INFCIRC/153 Article 34  

MBR  Material Balance Report  

NMA  Nuclear Material Accounting  

NNPT  INFCIRC/66 Non-NPT  

PGP  Pretty Good Privacy  

PIL  Physical Inventory Listing  

SDP  State Declarations Portal  

SGIM  Safeguards Division of Information Management  

SGIM/ISD  SGIM Declared Information Analysis Section  

SRA  State or Regional Authority  

VRS  Voluntary Reporting Scheme  

WebSSO  IAEA Web Single-Sign On System (NUCLEUS)  

   

  

http://www-pub.iaea.org/books/IAEABooks/6663/IAEA-Safeguards-Glossary

