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Global Security Evolution 

Cold War – Post Cold War –  Post 9/11 

• Malicious 

• Unpredictable 

• Incalculable 

Main Actors 

Threats 

Motives 

•  Nation-States 

•  Bipolar 

•  Superpowers 

•  High density, high intensity 

•  Lower probability 

•  Physical overkill 

•  Geopolitical 

•  Predictable 

•  Calculable 

  

•  Non-States 

•  Small States 

•  Global network 

•  Low density, low intensity 

•  Higher probability 

•  Socio-psychological terror 
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Nuclear Security 

Prevention Detection Response 

Prevention of, detection of, and response to theft, 
sabotage, unauthorized access, illegal transfer or other 
malicious acts involving nuclear material, other radioactive 
substances or their associated facilities. 

Measures taken to control and protect nuclear and other radioactive 

material & associated facilities from falling into the wrong hands 



International Atomic Energy Agency 

Nuclear Security Plans 

 

• Three Nuclear Security Plans 

(NSPs) completed, 2002-2005, 

2006-2009, 2010-2013  

 

• Current NSP 2014-2017 

Underway  

 

• Nuclear security is a national 

responsibility 
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Overview of NSNS Activities and Structure 

NUCLEAR SECURITY OF MATERIALS AND 
FACILITIES SECTION (MAFA)

PROGRAMME DEVELOPMENT AND INTERNATIONAL 
COOPERATION SECTION (PDIC)

INFORMATION MANAGEMENT 
SECTION (INMA)

NUCLEAR SECURITY OF MATERIALS OUTSIDE 
OF REGULATORY CONTROL SECTION (MORC)
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Scope  

6 

In Use Storage and 

disposal 

Transport 

Nuclear Security of Nuclear Material and 

Nuclear Facilities applies to material:  

Specifically: 

• Protection against unauthorized removal and  sabotage 

• Implementation of rapid and comprehensive measures 

to locate and recover missing or stolen material and 

mitigate and minimize radiological consequences. 
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IAEA Nuclear Security Series 

12 

Fundamentals    (PRINCIPLES) 
• Objectives and principles 
• Basis for Nuclear Security Recommendations 
• Essentials from international instruments 

Recommendations (WHAT) 

• General approaches, actions, concepts and strategies 

• Applications of Fundamentals 

Implementing Guides (HOW) 
• Broad guides on how Recommendations to be applied 
• Ways and means for how Recommendations implemented at systems 

level 

Technical Guidance (DETAILS) 
• Reference Manuals, Training Guides, Service Guides 

Assists in the implementation of obligations contained in 
international legal instruments relevant to nuclear security 
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Nuclear Security of Materials and Facilities 

under Regulatory Control 

Relevant Nuclear Security Series (NSS) Guidance:  
 

1. NSS 20, “Objective and Essential Elements of a 

State’s Nuclear Security Regime” or Nuclear 

Security Fundamentals 

 

2. NSS 13, “Nuclear Security Recommendations on 

Physical Protection of Nuclear Material and 

Nuclear Facilities (INFCIRC/225/Revision 5)”  
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Nuclear Security Series Guidance 

• NSS 13 states: Countries should license activities 

or issue authorizations only when the operator 

complies with physical protection requirements 

(3.12) 

• NSS 13 is intended for use by States, Regulatory 

Authorities and Operators 

• Relevant Implementing Guides: NSS 7, 8, 9, 10, 

16, 17, 19 

• Technical guide: NSS 4 
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MAFA Thematic Areas - Nuclear Security  

of Regulated Facilities  
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SABOTAGE, UNAUTHORISED REMOVAL (NSS NO. 13, INFCIRC 225)

THREAT (External and 
Insider)

Characterzition/
Description

Threat Assessment/
DBT

Assessment 
Methodlogies

PROTECTION

PHYSICAL

CYBER

NMAC

RESPONSE

Contingency Plans

Security Managment

Security Plans

Nuclear Security 
Culture

Quality Assurance

Sustainability 
programme

PRACTICAL IMPLEMENTATION

FRONT END REACTORS BACK END TRANSPORT

Objectives and Essential Elements of a State’s Nuclear Security Regime – NSS 20 
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Elements of the Nuclear Security of 

Materials and Facilities (MAFA) Programme 

MAFA collaboration with Member States: 

• Development of nuclear security guidance documents 

• Practical implementation of IAEA guidance - improving security in 

Member States 

• Development of security model exercises 

• Coordinated Research Projects (CRPs) on nuclear security 

• International technical meetings, seminars and workshops 

• Expert, assessment and advisory missions 

• Capacity building 

• Physical protection upgrades 

• Development of Nuclear Security Regulatory Framework similar to 

safety 

• Finding solutions to develop proliferation resistance fuels 
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Nuclear Security for Nuclear Material and 

Nuclear Facilities 

Innovations in Nuclear Security 

• Establishment of nuclear security regimes based on threat and risk 

informed approaches 

• NMAC, historically used for Safeguards purposes, adapted to 

strengthen Nuclear Security measures, including against Insider Threats  

• Self Assessment Exercises for Nuclear Security Culture 

• Practical Exercises for Security During transport 

• Concepts of Security by Design and Security During the Lifetime of a 

Nuclear Facility 

• CRPs to develop further Innovations 

 One on-going: NUSAM-Nuclear security assessment methodologies-modeling 

and simulations 

 Four in development: Security of Research Reactors, NMAC, Nuclear Security 

Culture and Security of Rad Sources 
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Current Areas of work for Regulated 

Facilities and Activities 

• Implementation of NSS 13 - INFCIRC225/Rev-5 and Development of 

Implementing guides on “How to Implement NSS 13”   

• International and Regional Training Courses on the topic  

• NST 023 on protection of Nuclear material and facilities 

• NST 017 Security during transport 

• Threat Assessment and Design Basis Threat (DBT) 

• Around 60 DBT Workshops delivered, based on NSS 10 

• International Conference on lessons learned from DBT workshops 

• Front end of fuel cycle - Uranium industry 

• Draft guidance and training material on security during extraction  

• 2 National Training Courses and one Regional Training Course 

• Nuclear Power Plants (NPPs)  

• NST 023 on protection of Nuclear material and facilities 

• Draft on Nuclear Security Regulatory Assessments for Licensing of NPPS 

• Research Reactors - draft TECDOC on Nuclear Security Management for Operators  
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Current Areas of  work for Regulated 

Facilities and Activities (Cont’d)  

• Nuclear Material Accounting and Control (NMAC) – Implementing Guide (IG), 

Technical Guide (TG), training courses and an assessment method 

• Nuclear security culture - 2 TG, very advanced training curricula and exercises for 

self assessment 

• Security during transport - NST 017 on implementation of NSS 13 for security during 

transport, advanced training courses and practical exercises 

• IPPAS Missions - 62 missions, 7 workshops, 2 Regional WS and 2 Seminars 

• Coordinated Research Projects (CRPs) – One on going CRP, as well as four 

CRPs in development 

• Capacity Building - Specialized training courses for protection against sabotage, PP 

Inspections, PP system evaluations, Vulnerability Analysis, DBTs, Protection against 

Insiders, NMAC, Security during transport, Nuclear security culture, and Train-the-

trainers).  

• Physical Protection Upgrades at RRs, NPPs, Radioactive Sources etc.  

• Security of IAEA Facilities like Siebersdorf and LEU Bank 

• Back end - Rad Waste and repatriation of HEU and spent fuel from RR 
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Challenges for Collaboration 

• Sensitive information – information security 

requirements limit or prevent sharing  
 

• No “one size fits all” security formula is applicable 
 

• Protection techniques can differ dramatically – 

based upon facility design or technology vs 

manpower approaches 
 

• Different Member State regulatory approaches 
 

• A lot to do in short time 
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Thank you for your attention! 

Questions? 
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