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9/11 Changed Nuclear Industry

= 2001 NRC amended plant
design basis threat (DBT)
to include cyberattacks

= 2002 NRC required
Interim measures to
enhance cybersecurity at
sites.

= 2009 NRC regulation
10CFR73.54 cybersecurity
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Cybersecurity Plan

= Each plant required to submit a —
cybersecurity plan and '
Implementation schedule for 8
milestones

= Plan provided high assurance
critical plant systems and critical
digital assets subject to
10CFR73.54 are protected
against cyber-attack (including
the design basis threat)

= 7 milestones to mitigate attack ' | .
vectors were required to be l s \ H(
completed by December 2012 S0 Fel NS W A4
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Milestones

In accordance with NRC requirements, each
U.S. nuclear power plant was required to:

» Establish dedicated cyber assessment team
* Identify critical systems and CDAs

* Isolate key control systems using either air-
gaps or hardware-based isolation devices to
protect against network-based outside attacks

« Implement controls over portable
media/equipment where used to interface
with plant equipment

 Enhance defenses against insider threats
through increased screening, training and
behavioral observation

 Enhance controls over essential equipment
for protection of public health & safety

Vulnerability assessments to ensure cyber
posture is maintained




Security Cycle

= Some problems can
best be dealt with
nationally while others e
have to be dealt with T
Internationally.

= Opportunities for gt et
engagement and = i
collaboration exist at S— -

adeg Lo routtrg n

various levels (below). i e

The Security Cycle

CONTROLS THREATS




Security Cycle

Collaboration Opportunities

1. Threat definition: Each State and each nuclear utility must assess the

potential for cyber attacks that could result in major consequences. il

2. Legal infrastructure:
= |nternational community needs to review regularly whether the
treaties and other measures in place are adequate.
= National governments should establish an inter-departmental
response to the threat of cyber attacks on nuclear power plants.

3. Intelligence: It is essential for a nation states to continually search for
Information on States, organizations and individuals who might engage in
cyber attacks, and to devise appropriate response mechanisms.
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Security Cycle

Collaboration Opportunities

4. Capability development: Establish national programs to detect, block and

determine the source of hacking attacks. 31, [141, [15]

5. Cyber security systems implementation: Utility should implement a robust
system aimed at reducing potential vulnerabilities and preventing cyber
attacks.

6. Law enforcement: Depending on the circumstances of individual attacks,
the site security force, local law enforcement, national law enforcement
and international bodies, especially Interpol, should be prepared to
respond and be engaged as soon as possible. 8l
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Security Cycle

Collaboration Opportunities

7. System assurance: ldentify steps to be taken at each level from a specific

nuclear power plant up to the international community to guarantee that
adequate protection is in place.

8. Lessons learned: Analyzed attacks to determine the need for system
modifications. Reviews of cyber attempts should be broadened to include
utilities, national government and international community.
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Cybersecurity Is an Issue




Integrating the Domains

Technology

/
4
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People Process
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A People Problem

»  Wired communication pathway
between the digital network and

(ybersecurityis a the Internet
PEOPI.E PROBLEM =  Wireless communication pathway
between the digital network and
; _ the Internet
® 8 G o = Connection (authorized and
\é) : ’ \ unauthorized) of portable digital

media and computing devices to
the digital network

» Physical access (authorized and
unauthorized) to the digital
network (insider threat)

=  Hardware/software supply chain
(equipment from a supplier)
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Cyber Threats

Sophisticated Malware

* Over 450,000 new
malware programs
identified daily*

* Up from 2013:

220,000 .
* AV-test.org I

—-——-——-—————————-———-—————————————_ ————— .III
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Last update: 09-15-2014 13:1 ( EST GmbH,
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Cyber Threats

Social Engineering

= As humans. ..

= \WWe make mistakes b -4
= \We are trusting

= We are easily taken SOCML
advantage of by . . . ENG'NEE&'NG

= Those with malicious

| The clever manipulation
iIntent who | of the natural human
= Seek to gain access 8 tendency 1o trust,

(physical or digital) by
using our weaknesses




Cyber Threats

Internet of Things

= |ncreased number of
entry points creates more

M- 04 RISK
V ‘1 J = Personal monitorin
0 9
INTERNET“
U OF @ &1 = Handheld devices
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Cyber Threats

Bring Your Own Device

 Less control of data

« Data is broadly
available and
accessible

e Security measures on
devices not used

 Devices and the data
are lost/stolen
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Innovation & Collaboration

= |nnovation/Collaboration
can work hand in hand

'ropean
! Innovation
| Summit

A Mandate for Innovation in Europe

¥nowhdgn L,] nnovetion

361 1720 Nov_ember 2014 ¥6EIS
European Parliament, Brussels
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Drivers In Innovation

 Digital Revolution
« Commoditization
 Globalization

 Social Media DU 7Y
« World Turmoll U m

¢ Acceleratlon InnoyaL tollaborate commy " (o
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Barrier and Pathways

To Collaboration

Time
Location
Organization
Culture
Language
 Individuals

 Organizations
 Nations

Open networks, strengthen
ties and make better social
connections

More serendipitous
moments and encounters
with people (IAEA)
Build and increase access

to the collective knowledge
of the nuclear industry

Encourage more dynamic
and scalable teams that are
driven by a common

purpose
20



Cultural Ways of Thinking

Quality
Quality
Quality
Quality
Quality
Quality

Terms of agreement

Method of Persuasion

Culture #1
Proposal first
Individualistic

Egalitarian

Information-oriented
Reductionist
Sequential

Forging a “good deal”

Impatient

Culture #2
Explanation first
Collectivist
Hierarchical
Relationship-oriented
Holistic
Circular (indirect)

Forging a “long-term
relationship”
Enduring L2l
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Organizing to Innovate
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Collaboration

.
UNC Charlott
Prevonts the |)\:Anmm BE,

CYBER T -
SECURITY &
SYMPOSIU = e
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CyberSecurity

Summit

In Cyber Security

EU Cyber Security
Strategy
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Cooperative Initiatives

Finmeccanica-Selex ES and
the International Multilateral
Partnership Against Cyber
Threats, a key partner of the
United Nations' International
Telecommunications Union,
will share information

The European Committee for
Standardization (CEN) and the
European Committee for
Electrotechnical Standardi-
zation (CENELEC) sign
agreement

IMPACT

INTERNATIONAL MULTILATERAL PARTNERSMIP AGAINST CYBER THREATS

=

EUROPEAN COMMITTEE FOR STANDARDIZATION
COMITE EUROPEEN DE NORMALISATION
EURQPAISCHES KOMITEE FUR NORMUNG
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Collaborating

land

Security

n the U.S. the
Department of
Homeland Security
(DHS) launched
Enhanced
Cybersecurity
Services (ECS)
program

= http://www.qgpo.gov/fdsys/pka/FR-

2013-02-19/pdf/2013-03915.pdf
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Cooperative Initiatives

« The Control System Security Center (CSSC) of Japan
and the European Network for Cyber Security (ENCS)
sign memorandum.
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Together

= All our knowledge
(and behavior) has
Its origins in our
perceptions....
Leonardo da Vinci

27
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Cybersecurity Strategy

Goal of a national cybersecurity strategy is
the alignment of the whole of government effort
to achieve or improve cybersecurity

Effective strategies establish the parameters
for public and private sector cooperation and
coordination in cyber

Effective strategies provide clear indication of
the nation’s intent to other nations and interested
parties.
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Creating National Strategies

» South Africa
 New Zealand
* Columbia

« Panama

* Trinidad

29



Panama — An Example

Six Pillars in its Strategy

= Protecting privacy and
human rights

= Prevention and punishment
of cybercrime

» Fortifying national critical
Infrastructure

= Building a national cyber
iIndustrial base

= Developing a cyber culture

* |mproving the security and
response capability of public
entities




Emerging International

Recommendations for Best Practices

« ENISA - European Network and Information Security Agency

e EU. European Union

¢ |TU — International Telecommunications Union

e OAS - Organization of American States

« OECD. Organisation for Economic Co-operation and Development

 Microsoft — wmicrosoft Corporation
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Recommended Elements of a National

Cybersecurity Strategy

Recommendation ITU ENISA European Union OAS OECD Microsoft
Top level government support x x x implied x x
National Cybersecurity Coordinator x x X x
National Focal Point Organization x x x
Legal framework X x x x X
National cybersecurity framework x x X Implied x
CSIRT/CERT x x x X X x
Cybersecurity education and awareness program x x x x X
Public-Private Partnership/Cooperation x x x implied X x
Multi-stakeholder approach x X
Cybersecurity workforce skills training x x X x
International cooperation x x x x x x
Technical guidelines/security baselines x x
Risk assessment process x
Identify critical infrastructure x x x
Cyber exercise and contingency plan x x x x
Civil liberties protections « M " «
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To Be Sustainable

Increased Technically Cybersecurity/
Digital Knowledgeable pNjyclear Plant
Security Individuals Experience

33



Defining the Cyber Workforce

Benefit from greater consistency in classifying cyber
security workers.

ldentifying and quantifying individuals performing cyber
security work remains a challenge.

Organizations realize the need to determine specific
types of demand for cyber security workers.

Government, private industry, and academia can create
a more effective cyber workforce structure by increasing
collaboration and communication about the cyber
workforce.

34



National Cybersecurity
Workforce Framework

CY OGS ECOITY
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Training and Education Actions

= Cybersecurity threats evolve and are
ongoing
* Training and education must be ongoing
= Educate and train on the latest
= Cyber threats
» Hardware/software

= Soclal engineering aspects
* Procedures

36



National Cybersecurity Institute

at Excelsior College

CYBERSECURITY
INSTITUTE

Offer cutting edge training online and
face to face

Provides mentoring and internship
opportunities

Host industry leaders as NCI Fellows

Support research and publications of
leading cyber security experts

Conduct workshops and symposiums
to educate stakeholders

Present webinars to widely
disseminate cutting edge research

Offer open houses that invite potential
students to explore the field

Author materials, articles, books,
journals, and blogs that place the NCI
at the center of the cybersecurity
conversation
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National Cybersecurity Institute
Resources Available

(i e i

An Introduction to
. Cybersecurity MOOC
- ¥ January 27 - March 24, 2014

Volume 1 & 2 |Life “§¢Journey. SYMPOSIU

Register NOW! No cost to you!

@ e | 40,000

Ciso

e | 200,000

Data Sclentist

LifeJourney's unique technology
connects you with the nation's leading
STEM and cybersecurity professionals.

\
QUEATING A Qi";;ﬁ ] TEST DRIVE CYBER _
B OB e CAREERS AT EXCELSIOR Cyber crime global economy
e $1 trillion annually
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Online & Face-to-Face Training

= Cybersecurity Awareness

= Cybersecurity in Health Care
= Cybersecurity in the Nuclear |

!

Industr T
oo e 10 edcation
= Cybersecurity Certificate Straeges ™
(stackable credential) ~ BN 00 D et s - = = e
: oomeb insbruckional sbudenb educatuonal
= Intelligence Analyst LA\ ol R OW.
dESlgn i b h S ™ g
Awareness bechm Jeslieacnng="
= CISSP el |mage * omaton ..~
= Security + = ﬁ?!"&"&eﬁﬁiﬁﬁi?“ el

= Certifled Ethical Hacker
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Excelsior College

= Online technology degrees
= High-quality academics

= Flexibility and convenience.
= Designed for working adults

» Emphasize practical skills
and knowledge in:
= Nuclear Technology
= Cybersecurity

m—

= Technology Management E.:“:EELS ‘ DE

= |[nformation Technology

= Electrical Engineering o

= Power Plants and Renewable E'D I_ LEL] E 1
Energy

= Nanotechnology
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MS In Cybersecurity — 30 cr

= Digital Crime Prevention and Investigation

= Communication Security

= Ethics, Legal, and Compliance Issues in Cybersecurity
= Information Assurance

= |T Risk Analysis and Management

= Cyber Attacks and Defenses

= Advanced Networking

= Project Management

= Capstone Project in Cybersecurity

41



Graduate Certificate

Cybersecurity Management — 16 cr

= Ethics, Legal, and Compliance Issues in
Cybersecurity

* Information Assurance

» |T Risk Analysis and Management

= Security Management Awareness

= Capstone: Special Topics in Cybersecurity

42



Masters in Business Administration — 33-48 cr

Concentration in Cybersecurity Management

= Core requirements — 24 cr
= Foundation requirements — 0-15 cr

= Concentration — 9 cr

= Ethics, Legal, and Compliance Issues in
Cybersecurity

» |nformation Assurance
* T Risk Analysis and Management
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BS Cyber Ops — 120 cr

Cyber Ops Core — 51 cr

C++ Programming
Microprocessors

Computer Architecture
Operating Systems
Advanced Networking
Internetworking with TCP/IP
Secure Mobile and Cloud
Computing

Reverse Engineering

Fundamentals of Information
Assurance

Cyber Security Defense in Depth
Cyber Attacks and Defenses
Computer Forensics

Governance, Legal, and Compliance
Security Focused Risk Management
Secure Software Development /
Analysis

Cryptography

Cyber Operations Capstone Project
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BS IT Cybersecurity Technology

Concentration — 120 cr

Technology Component

Cybersecurity Technology Component

= Object-Oriented Programming = Computer Forensics

= Computer Systems Architecture " Cyber Attacks and Defenses
: =  Business Continuity

= Operating Systems

L = Securing Mobile and Cloud Computing
= Data Communications and SRS

Networking
= Database Concepts

= Software Systems Analysis and
Design

= Qverview of Computer Security
= Project Management

= |T 495 Integrated Technology
Assessment

Large-Scale Cybercrime and Terrorism
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Undergraduate Certificate iIn CS

Introduction to Cybersecurity

Computer System Security Fundamentals
Cybersecurity Defense in Depth

Large Scale Cybercrime and Terrorism

White Collar Crime

Cybersecurity Investigations and Case Studies
= Total: 16 credits
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BS Nuclear Engineering

Technology — 124 cr

= Minimum of 124 credits:
= 60 In arts and sciences

= 48 In the technology component (including 16
upper level)

» 16 In free electives including information literacy
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BS NET — 124 cr

= Minimum of 124 credits:
= 60 In arts and sciences

= 48 In the technology component (including 16
upper level)

» 16 In free electives including information literacy
= NEW Concentration in Cybersecurity — 15 cr

= CYS250 -
= CYS260 -
= CYS300 -
= CYS345 -
= CYS455 -

Fundamentals of Information Assurance
Governance, Legal, and Compliance

Computer System Security Fundamentals

Cyber Security Defenses in Depth / Nuclear focus
Business Continuity
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Future Directions for Educating

a Cybersecurity Workforce

= Future Is evolving as we
move towards it

(

= Will take a coordinated effort :r_';\\w
by individuals, learning ]
Institutions, government, & - e FUtUl'e ,

businesses L 41T

= Standardize the
cybersecurity discipline




Future Directions for Educating

a Cybersecurity Work

* |ncorporate practical
experience with data and
education

o \LBuildiog the
" Amind of the

= Develop interdisciplinary
programs

= Support research
development
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Cybersecurity and Utilities

» |s our electrical grid safe?
» 2013 Shooting at Watts Bar

= 2013 Sabotage at
substation in CA

= 2014 Hacker group
‘Dragonfly’ launched cyber
attack on utility industry
= Threats

= Wired and wireless
communications

= |nsider threats
= Supply Chain
= Portable media
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Cybersecurity in the

International Arena

= |nternet has no borders neither
does cyber crime

= Many Challenges Internationally
= Differing laws
= |egal jurisdictions
= Differing education and training
levels
» Standard setting bodies needed

= |SO
= |EC
= |TU

CELSIOR COLLEGE



Trust...What, When, How

= Key ingredient of any
collaboration

* Firm belief in the
reliabllity, truth, or
ability of someone or

b

something. —
= Confident expectation, @ _._‘Takes years L0 build,
anticipation, or hope ~seconds to:break and

forever to repair. "
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Trust...What, When, How

Contractual Trust

= All understand goals,
roles/responsibilities

= Communication Trust

= Honest, frequent truth-
telling, communication;
admit mistakes
» Competence Trust
= Respect one another’s so"c“ff}*;;
ability, help each other
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Trust...What, When, How

= Build trust at the
beginning

* Involve stakeholders
& build vision

* |dentify goals &
priorities

= Be transparent

* Process guidelines

*= Decision making
guidelines
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Final Thoughts...

= Computer networks and databases are
under daily cyber attack by nation states,
International crime organizations,
subnational groups and individual hackers.
..... John O . Brennan

TRUST BUT VERIFY
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Questions?

Dr. Jane LeClair

Chief Operating Officer
National Cybersecurity Institute
2000 M St. NW Suite 500

Washington, D.C.
www.NationalCybersecuritylnstitute.org

nci@excelsior.edu
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