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Nuclear Security by Design (SeBD)

• The design of new nuclear facilities should take into 

account the needs of nuclear security. 

• Design approaches to achieve the security needs are 

termed ‘security by design’. 

• Measures required to meet applicable regulatory nuclear 

security requirements should be integrated into the overall 

design during the design stage, 

• Implementing such approaches may lead to reduced 

physical protection costs over the lifetime of the nuclear 

facility, and

• It may simplify the task of maintaining an effective 

physical protection system over the lifetime. 
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How Security by Design is Implemented?

• Security by design is best implemented through a structured 

approach in which a State’s nuclear security objectives are 

considered in design decisions for the entire lifetime of the 

facility,

• It starts with the planning of the facility and continuing 

through the design, construction, operational and 

decommissioning phases [NSS-27-G]. 

• How early decisions concerning the siting and layout of the 

facility may influence the design and effectiveness of 

physical protection systems?

• Potential conflicts between safety and security measures 

should be identified and minimized during the design stage

– For example, access control measures for sensitive areas 

in the facility need to account for both safety and security 

considerations. 
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SeBD to Counter Unauthorized Removal 
Establishment of security zones around 
the nuclear facility 

•Controlled area or limited access area
–Control access to the facility site. 

• Protected Area
–Restricted access

–Multiple physical barriers

–Perimeter intrusion detection systems 

–Specialized detection equipment for 
nuclear material

–Personnel security screening, 

–Escorts for authorized visitors, and 

–Checkpoints to search people and 
vehicles for 
• Nuclear or radioactive material, 

• Weapons or explosives, or 

• Contraband items
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SeBD to Counter Unauthorized Removal-1 

•Vital area, located inside the 
protected area, contains 

–Equipment, systems, or devices which 
could lead (directly or indirectly) to high 
radiological consequences if 
compromised. 

–Stand-alone physical barriers, 

–Intrusion detection systems, 

–Administrative control systems

•Design and implementation of 

–Continuous surveillance and monitoring 
of daily operations

–Strict nuclear material accounting and 
control (NMAC) systems



7

SeBD Layout of Security Zones
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Implementation of Design against Sabotage

• Locating vital areas underground will 

– Reduce potential radiological consequences

– Mitigate air-plane crash

– Reduce stand-off attacks

• Provision of inherent passive safety measures will also help to minimize 

consequences of sabotage

• Design and implementation of 

– A containment structure over the SMR will provide layered security design against 

sabotage. 

– Intrusion detection systems ensures detection of unauthorized access into the different 

security zones

– Diverse range of detection systems provides reliable detection functions.  

– Intrusion detection assessment system helps in finding real cause

– Reliable, diverse and redundant security communication systems 

• Ensure the integrity and continuity of the vital communication to response force

• Design and implementation of the effective delays systems using 

appropriate design of delay barriers, deployed in layers to adopt defense-in-

depth approach, will delay the adversary actions.
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Implementation of Design against Sabotage

• Presence and deployment of a well-armed and flexible 

operational security response force on-site is vital to 

perform the neutralization functions to a DBT adversary, 

• The effectiveness of response force can be enhanced by 

provision of 

–Armored response vehicles with turrets, 

–Mobile shields located in strategic locations 

–Reinforced hardened fighting positions with ballistic 

resistant windows

–Adequate number of response force personnel

–Strategic positions located at different locations to avoid 

single point failure

–Testing with on-site security drills and exercises.  
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Implementation of Design against Sabotage

• Design and implementation of control measures for 

protection against vehicle bombs, containing explosive 

materials from few hundred to thousands of kilograms, will

–Protect the reactor building and other vital structures 

containing critical safety and security systems

–Provide protection against copious shrapnel, or flying debris, 

and secondary damage from vehicle bombs to bystanders and 

buildings.

• The use of probabilistic risk analysis tools, simulators or 

computer models, would be helpful in making the analysis 

for the deployment of the response personnel on the facility 

site. 

• The on-site nuclear security response force needs to be 

autonomous and self-sufficient for remotely deployed 

SMRs because off-site forces may take a long time to 

respond.
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Implementation of Backup Systems 
• In security by design, all implemented security systems need to be 

designed with highly reliable backup equipment and security measures 

to ensure continuous operation without any interruptions. 

• The provision of backup systems or those operational security measures 

will require implementation of

– Multiple and complimentary detection sensors and cameras should be placed 

within the facility. 

– Necessary arrangements of back-up power supply system for critical security 

systems, like

– Intrusion detection and 

– Alarm assessment systems or devices, 

– Central alarm station (CAS), 

– Secondary alarm station (SAS) 

• located in different parts of the facility or outside the facility area 

– Multiple response forces, located in well-protected and strategic locations, 

– Backup security measures for cyber security design protection to critical digital 

assets
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Implementation of Defense in Depth (DiD)

• Defense in depth (DiD) is a key concept of security by design that 

is shared with safety.  

• It means the combination of multiple layers of security measures 

that have to be overcome or circumvented before physical 

protection system is compromised. Defense in depth is

– Provided by a combination of people, procedures and equipment

– Implemented such that the adversary needs to defeat or bypass 

several protection measures to succeed, 

– Achieved by placing a series of layers of protection systems around 

targets by

• Combination of physical measures (e.g. access controls) and administrative 

measures (e.g. protection of sensitive information, implementation of a 

trustworthiness policy). 

• Taking best advantage of the strengths of each implemented system

• Using different types of sensors that have different vulnerabilities that can be 

exploited. 
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Implementation of Defense in Depth (DiD)-1

•For SeBD, the PPS designer need to aim 
for a comprehensive design  for DiD using 

–Different but complementary, types of sensors

–Overlaps in their coverage in the area of 
interest, 

–Complementary sensors to enhance the 
overall system performance. 

–Interior sensors of different types for intrusion 
detection of potential insiders in vital areas, 
who do not have authorized access to the area 
being protected
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Implementation of Defense in Depth (DiD)

• The security by design should follow DiD approach in 

the design of the physical protection system for 

detection, delay and response. 

• For each PPS function, the system need to be designed 

with

– Independent capabilities of systems to avoid a total failure

–Observation by personnel to support electronic measures. 

–Multiple independent and diverse physical barriers for 

delay

• Such as fences, barricades and hardened buildings 

–Response by on-site guards and local police 

• Supplemented as well as on-site and off-site response forces.
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Implementation of Delay Function
• The purpose of the delay function is to increase adversary time to complete a 

malicious act by introducing impediments along any path the adversary might 

choose, 

• The main intention is to provide sufficient time for the response force to react 

and respond. 

• The delay provided by these barriers depends on 

– The nature of the physical obstacles employed, and 

– The capabilities of the adversary.  

• Natural elements at the site of a facility, such as cliffs, hills or very large 

distances, are also helpful. 

• Delay is provided by engineered barriers, carefully planned and positioned, in 

the path of the adversary. 

• The distance between the barrier and the protected target provides an additional 

delay.  
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Implementation of Delay Function
• Different barrier designs can be used to create a delay using DiD approach 

to aid alarm assessment and interception of the adversary at predictable 

locations. 

• Some important aspects considered in the design of a balanced delay 

system are to: 

– Design and implement a balanced barrier design needs to ensure an equivalent delay 

from each aspect.

– Use barriers or delay measures closest to the target to maximize delay time; 

– Locate vehicle barriers at the outermost detection zones; 

– Use barriers of different materials that need different methods and tools to defeat;

– Limit the adversary’s use of vehicles near the target; 

– Force an adversary on foot to carry tools and weapons (and target material in the 

case of unauthorized removal); 

– Prevent the use of a vehicle as a ramming device or fighting position, or to deliver 

explosives, at the target location; and

– Use barriers in confined spaces to minimize the adversary’s freedom of movement.
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Design for the Lifetime of the Facility

• The lifetime of a nuclear facility is divided into following stages: 

• Planning, siting, design, construction, commissioning, 

operation, cessation of operation and decommissioning. 

• The conceptual approach of security by design promotes 

– The integration of security starting at the earliest stage to mitigate 

malicious acts and continues through entire life cycle of the 

facility. 

– Integration of security with operations, safety, and NMAC being 

mutually supportive and avoid any possible conflicts 

– Understanding of the requirements and expectations of the 

designers and operators for security by design. 

– The concept of configuration management to ensure that 

operators and managers understand the security by design intent
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Security of the Nuclear Supply Chain 

• Security by design considers the security of the nuclear supply chain to 

– Ensure that the personnel and organizations involved during the different stages 

(design, construction, operations, and decommissioning) are trustworthy and reliable. 

– Include the management and procurement arrangements (ex: contracts) to integrate 

quality controls and security, including cybersecurity. 

– Ensure reliable suppliers and effective provisions to protect confidentiality, integrity, 

and availability of the information and assets, 

– Prevent backdoor intrusions and denial of service (DOS). 

– Check the nuclear facility security components to go through the rigorous checking 

process. 

– Procure PPS equipment from established vendors and ensuring that replacement parts 

are available for the expected lifetime of the equipment,

– Ensure testing and evaluating new components before procurement for proper to 

ensure their integration and compatibility with existing PPS components

• The operator retains responsibility for physical protection when using 

contractors or procuring any goods and services. 
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Design of Multi-purpose Central Alarm Station (CAS) 

and Secondary Alarm Station (SAS)
• Design of a multipurpose CAS and SAS at the facility location can play a critical role in 

security by design. 

• The main functions of CAS and SAS are to provide 

– Continuous monitoring of alarms, 

– Assessment of alarms based on Close Circuit Television (CCTV), 

– CCTV surveillance, and 

– Communication with guards, facility personnel and response forces. 

– The primary CAS must be within a protected area. 

• The SAS should be located away from the same building

• The design for CAS to perform surveillance requires integration with the access control and 

intrusion detection systems to 

– Facilitate the immediate assessment of alarms. 

– Provides monitoring and control of the movement of people around a facility, 

– Collect and store data on authorized access through all access control points, with time stamp, in 

the facility along with information on unsuccessful attempts to obtain unauthorized access. 

– Display access requests

– Provide automated control functions. 

– Allow a person to verify remotely for provision of remote access
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Design of Multi-purpose Central Alarm Station (CAS) 

and Secondary Alarm Station (SAS)

• The CAS team is usually responsible for 

– Preventing emergencies, 

– Detecting threats, and 

– Dispatching response forces to events. 

• Communication systems between the CAS, guards, response forces and facility 

managers should be dedicated, secure, redundant and diverse, immediate and 

reliable. 

• This communication system can facilitate the provision of

– Situational awareness on threats and security personnel

– CAS personnel can effectively communicate with, and provide situational awareness to 

security personnel, to other organizations such as emergency response organizations and 

PPS maintenance organizations.

– Tamper-resistant tracking technology on vehicles for real time tracking

– Facilitation in the daily operations and maintenance activities at the facility. 

• Human factor engineering needs to incorporated in the design of CAS and SAS.

• Provision of advanced technological solutions and advanced analytics will facilitate 

the human decision-making process.
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Protection of Sensitive Design Information

• Protection of the sensitive design information is a major challenge

• It is important that sensitive information should be protected, which 

may be useful for planning and execution of malicious actions, such as

– Very detailed information regarding operation and safety assessment insights

– Precise description of operations, 

– Locations of equipment, or accident analysis, 

• All necessary information security protocols need to be followed,

• Appropriate security clearance vetting should be done for 

– All involved in the design process, or 

– Who would have access to the design information. 

• Contracts for design, construction and manufacture should be set up to 

– Retain sensitive information in-house

– Impose appropriate information security requirements on contractors. 
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Conclusions

• Security by design in SMRs need to be 

considered as early as possible

• It can help in saving the overall cost of 

security systems compared to retrofitting 

later.

• Including high technological features 

earlier design of security systems can 

greatly facilitate the overall security 

performance.
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