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Opportunities for security and safeguards

Unique features of EID

Security and safeguards considerations

Interaction between 3S



3S Opportunities
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EID offer the opportunity to deliver safer, more 

secure and safeguardable designs:

The key principles behind security and 

safeguards requirements are unchanged.

• Novel technological solutions available.

Security and safeguards continue to be 

considered later in the design than safety and 

operations by many developers.

• Holistic consideration of all four elements, 

from earliest stages of design, brings a range 

of benefits.



Conventional Nuclear Plants vs. Evolutionary and Innovative Designs

A range of differences between…

• Large Conventional Nuclear Power Plants (LCNPP).

• Evolutionary and Innovative Reactor Designs (EID): 

• Small Modular Reactors + Advanced Reactors (i.e. Gen IV)

Differences:

1. Reduced power, modular manufacture and construction.

2. Reduced capital costs and operating budgets.

3. Increasing automation and remote operation.

4. Advanced technologies, fuel materials, fuel cycles.

5. Greater flexibility in siting and deployment options.

6. Wider range of developers and business models.

Each creates a set of security and/or safeguards considerations.

All EID stakeholders need to play their part in addressing these. Image courtesy of Rolls-Royce SMR
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Power Capacity and Modular Manufacture & Construction

Facilities assembling complete reactors.

• These must be secured appropriately, especially 

if fuelling at the factory.

Transportation of complete reactor systems and/or 

major components.

• Increased attractiveness to threat actors.

Transport of the Westinghouse SMR by rail
https://www.neimagazine.com/features/featurefueling-the-westinghouse-smr/

Accessed 22 March 2022
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https://www.neimagazine.com/features/featurefueling-the-westinghouse-smr/


Imperative to Reduce Capital and Operating Costs

Cost efficiency drive to reduce operating budgets

Through design and implementation.

• Security headcount costs are large for LCNPP.

• Reduce security headcount by ‘inherent security’ 

design and operation.

Reduced capital cost per unit.

• Available to a wider range of states/operators – do 

newcomer states have organisational maturity? 

• Maturity of State legislation and regulatory base.

• Tempo of global reach of EID technology.

• Maturity of security ‘4Cs’ – Capacity, Capability, 

Competence and Culture
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Increasing Automation and Remote Operations

Reduced human role in security and safeguards

• Technology for diagnostics, early detection and 

delay.

• Cyber risks cannot be ignored.

• AI to aid precise and timely decision-making.

• Humans remain part of critical decision 

pathways.

Remote and Fleet Operation of EIDs

• Centralised but remote ‘control centres’ – to 

deliver pan-business efficiencies.

• Critical data aggregated and crossing site 

boundaries

• Remoteness of Response Forces:

• Time to achieve effective response.

• Criticality of ‘delay’ function through 

complementary design.
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Advanced Reactor Designs and Fuels

Passive safety-by-design brings security benefits

• Reduces vulnerabilities and potential consequences.

Novel fuel materials

• Depends partly on individual reactor technology.

• Applicability of theft categorisation tables.

• Non-fixed fuels require new approaches.

Extended refuelling intervals

• Need to maintain continuity of knowledge.

• Reduced in-transit vulnerability.

• Less fuel stored at site => reduced security demand.

Nuclear waste materials

• New methods needed to determine composition for 

safeguards declarations.

Examples of 
non-fixed fuels:

TRISO sphere 
(Above)

Molten salt fuel 
(Left)
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Variable site/estate configurations – security aggregation

Combined Security at Multi-unit sites.

• Aggregation of nuclear material and concentration of 
attractive targets.

Reduced footprint, siting with non-nuclear facilities.

• Reduced opportunity for ‘trading space for time’ – delay.
• Requirement for earlier detection/greater delay and assured 

response.

Remote and Isolated Sites.

• Staff rotation costs.
• Training time and costs.
• Response times increased.

Transportable Nuclear Power Plants.

• In transit vulnerabilities.
• Transport package design and operational protection.
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Developer Business Models and Marketing Approaches

Business Models, Security-/Safeguards-by-Design.

• Start-up developers without large budgets, 

passing security role to operators.

• Risk of technology integration by threat 

actors.

Marketing and Reputational Risk.

• One incident will tarnish all EIDs.

• Deterrence is key – new ways to deter will be 

required in the absence of visible security.

• Balance reputational and nuclear risks.
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Interactions between Safety, Security and Safeguards

Many overlaps and interactions between the 3S

E.g. safety decisions also impact security, 

security decisions can impact safeguards, etc.

Segregation of these is artificial

• Different initiating events

• Same overall goal and objectives

Should be handled holistically during design

• Allows for mutual benefits to be realised

• Conflicts can be properly addressed at the 

conceptual design stage, reducing risk later

Safety

SecuritySafeguards
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Examples of Overlap

Feature Safety Security Safeguards

Passive cooling + +

Sealed facilities + -

Plug-and-play cores - +

Autonomous operation + -

Molten salt fuel + +/- -

Digital I&C +/- - +

HALEU / Pu fuel +/- - (+)
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To consider:

• The above are just examples, there are many overlap areas

• Need to also weigh against other factors – operational, economic, etc.

• A single, integrated “Total Resilience” team should have technical oversight of all areas and seek 

out ways to realise benefits and minimise conflict



Recommendations (1)

All stakeholders should consider all recommendations – communication between all will be key.

For Research Organisations:

• A range of outstanding research questions to be addressed in the coming years.

For Technology Developers:

• Integrate security and safeguards within design activities holistically from the earliest stages.

• Design for threats in all target markets, both current and foreseen.

• Engage with other stakeholders throughout the design process.

For EID Operators:

• Seek technologies where security and safeguards are embedded into the design itself.

• Engage with developers early to shape designs to your needs.
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Recommendations (2)

For Regulators:

• Develop flexible, streamlined, goals-based assessment approaches to welcome novel technologies.

• Engage with developers to identify and minimise impact of negative layered conservatism in 

assessment methods.

For National Stakeholders:

• Create a supportive policy, legal and regulatory framework to enable EID development and 

deployment.

• Seek support from the IAEA and trustworthy, competent foreign partners.

For the IAEA:

• Work with partners to develop safeguards solutions for EID operations.

• Continue to convene events to share expertise, ideas and best practice, for developers, operators 

and regulators.
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Further Details in New Report

Can be found online:

https://bit.ly/KCL-EID-report

Other Nuclear Security Culture 

Programme publications are also 

available through the King’s College 

London “Centre for Science & Security 

Studies” website: kcl.ac.uk/csss
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